ABSTRACT In this paper, the secrecy performance of a mixed radio frequency-free space optical (RF-FSO) communication system that consists of a source (S), a relay (R), a destination (D), and an eavesdropper (E), is studied. In this system, it is assumed that the E can overhear the free space optical (FSO) link between R and D as it is close to D. It is further assumed that the radio frequency (RF) and FSO links experience Rayleigh and Gamma-Gamma fading, respectively. Considering atmospheric turbulence, pointing errors, two types of detection techniques, and decode-and-forward scheme, the closed-form expressions for the lower bound of secrecy outage probability and the probability of strictly positive secrecy capacity are derived. Monte Carlo simulation results are also presented to validate the accuracy of the derivations.
I. INTRODUCTION
As a viable approach to improve the system performance, free space optical (FSO) communication has attracted extensive attention for its advantage of high-speed, large bandwidth, flexible deployment, unlicensed spectrum and no interference [1] . However, the atmospheric turbulence, pointing errors, weather condition, modulation schemes and detection techniques can also deteriorate the system performance significantly [2] - [4] .
To overcome those shortage and other factors limiting the application of FSO system, a dual-hop mixed radio frequency (RF)-FSO network has been proposed [5] . Several existing literature investigated the unified performance for RF-FSO system such as outage probability (OP), ergodic capacity (EC) and average bit error rate (ABER) [6] - [13] . The authors in [6] studied the OP and EC in an asymmetric dual-hop RF-FSO system, where the RF and FSO links follow Nakagami-m and Málaga (M) fading, respectively. Novel analytical expressions for OP and EC were derived when considering both ideal and non-ideal hardware cases in [7] . The effects of outdated channel state information (CSI) of
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source-relay channel and the partial relay selection schemes on system performance were also investigated in terms of OP and ABER in [8] and [9] . Utilizing the moment generating function, the authors in [10] investigated the end-to-end EC and OP in a Rayleigh and κ-µ/Inverse Gaussian distributed DF-based system. In addition, the diversity gain and coding gain have been also considered. In [11] , the multiuser scenario has been proposed to evaluate the unified performance in a dual-hop mixed RF-FSO system. Moreover, the authors also demonstrated that employing multiuser diversity can result in an improvement on system performance. The multiantenna schemes, cognitive radio and cooperative techniques have been also applied to enhance the performance of mixed RF-FSO systems in [12] and [13] .
Physical layer security has been regarded as a prospective solution for wireless communication by exploiting the inherent randomness of wireless channel to provide a perfect secrecy communication [14] , and it has been also introduced into FSO systems [15] - [18] . The authors in [15] studied the effect of random optical irradiance fluctuations inherent to FSO communication system, and concluded that secure transmission suffered from the joint effects of laserbeam divergences and turbulence-induced fading. Taking into account pointing errors and two types of detection techniques, the closed-form expressions for the average secrecy capacity (ASC), secrecy outage probability (SOP) and the probability of strictly positive secrecy capacity (SPSC) were derived over M turbulence channel in [17] . A transmit laser selection scheme was proposed base on the availability of CSI at the receiver to improve the secrecy performance in [18] . In particular, the optimal effective secrecy throughput was obtained under the outage constraint. The exact closed-form expression for ASC was derived in [19] . The authors in [20] studied the SOP and average secrecy rate for both fixed and variable gain relaying over a η-µ and M channel. Singleinput multiple-output (SIMO) wiretap model in a mixed RF-FSO system has been also proposed to obtain better secrecy performance in [21] , where the effects of imperfect CSI, misalignment, detection techniques and relaying schemes on the secrecy outage performance were studied. A mixed RF-FSO down-link simultaneous wireless information and power transfer system was studied in [23] . In this work, the effect of energy harvesting on secrecy performance was investigated, and the numerical results showed that the secrecy diversity order could be improved by increasing the number of the antennas at the destination. Moreover, the authors in [24] evaluated the security-reliability tradeoff by deriving the closed-form expressions for OP and intercept probability in a multiuser SIMO mixed RF-FSO system with opportunistic user scheduling scheme. In addition, a new cooperative jamming model was proposed to enhance the system secrecy performance.
To the best of the authors' knowledge, all of the aforementioned works and open literature just consider the scenario that the eavesdropper overhear the RF link due to the high security of FSO, but the FSO link may be also intercepted when an eavesdropper is placed closely to the legitimate node by blocking the laser beam at the transmitter or collecting a fraction of optical power at the receiver because of laserbeam divergence [17] . Motivated by the above observations, we evaluate the secrecy performance of a mixed RF-FSO system over a Rayleigh and Gamma-Gamma fading channel. Specifically, considering the joint effects of atmospheric turbulence, pointing errors, detection technology as well as decode-and-forward (DF) scheme, the closed-form expressions for the lower bound of SOP and the probability of SPSC are derived when an eavesdropper is wiretapping the FSO link.
II. SYSTEM AND CHANNEL MODEL
As shown in Fig. 1 , we consider a dual-hop hybrid RF-FSO wireless communication system, in which a single-antenna source (S) communicates with a destination (D) through an intermediate relay (R) in the presence of an eavesdropper (E), where R is equipped with a single receiving antenna and a transmission aperture, and both D and E are equipped with a single receiving aperture. The whole transmission process can be divided into two equivalent time slots. In the first time slot, S transmits the confidential information to R over RF channel which is modeled as a Rayleigh-fading process. Then, R decodes the received signal and converts it to an optical signal with optical conversion ratio η. In the second time slot, R forwards the optical signal to D over FSO channel which is assumed to experience Gamma-Gamma fading. We assume that E is placed closely to D, so it can capture the received optical signals to wiretap the confidential information.
In the first time slot, the received signal at R can be given as
where P s is the transmission power at S, h SR is the channel coefficient, x is the transmitted symbol, and n R is the additive white Gaussian noise (AWGN) with zero mean and a variance of N 0 . Since S-R link is subjected to a Rayleigh fading, the channel power gain, |h SR | 2 , is exponentially distributed. The instantaneous signal-to-noise ratio (SNR) at R can be written as γ SR = P s |h SR | 2 /N 0 = |h SR | 2 µ γ , where µ γ is the average SNR. The probability density function (PDF) and cumulative distribution function (CDF) of γ SR can be expressed as
and
respectively. In the second time slot, the instantaneous electrical SNR can be given as
where k ∈ {RD, RE}, ζ is the photoelectric conversion factor, I k is the received optical irradiance, N k is the variance of the AWGN andγ k denotes the average SNR. As the FSO channel is modeled by a Gamma-Gamma process with pointing errors, the PDF of the instantaneous SNR, γ k , can be expressed as [25] 
where h =
, r represents the detection type at the FSO receiver (i.e., r = 1 associate with heterodyne detection (HD) and r = 2 denotes intensity modulation with direct detection (IM/DD)), α and β are fading/scintillation parameters associated with the atmospheric turbulence conditions with lower values pointing severe atmospheric turbulence conditions [22] , ξ is the ratio between the equivalent beam radius and the standard deviation of the pointing error displacement (jitter) at the FSO receiver [25] , (·) is the Gamma function defined by (8.310) in [26] , u r denotes the average electrical SNR of the FSO link, and for HD detection, [26] . The CDF of γ k can be expressed as
where
and the notation (k, a) is defined as
which has k terms.
III. SECRECY PERFORMANCE ANALYSIS
In this section, we will present the derivation of SOP and the probability of SPSC. The instantaneous secrecy capacity (SC) for the first and second hop can be obtained as
respectively, where {x} + = max{x, 0}. From the point of capacity, the DF-based relaying system is equivalent to a series network, which implies that the capacity of the system is dominated by the worst hop [27] . Therefore, the instantaneous SC for S-R-D link is the minimum value of the two hops, and it can be expressed as
The SOP is a useful and common metric to evaluate the secrecy performance, which is defined as the probability of the instantaneous SC is below a target capacity, C th . Therefore, SOP can be expressed as
Under DF scheme, the two hops are independent of each other. By substituting (14) into (15), SOP can be rewritten as
Substituting (3) and (6) into (16), we have
where = 2 2C th . It is mathematically difficult to obtain the exact close-form expression for SOP as show in (17) . Therefore, we evaluate the lower bound of SOP instead. For the case when γ E → ∞, we can derive the lower bound of SOP as
Substituting (5) and (6) into (18), and making use of (2.24.1.1) in [29] , the expression for the lower bound of SOP can be obtained as
where D =
Furthermore, in secure communication, SPSC is a fundamental benchmark that is employed to emphasize the existence of SC. Therefore, the probability of SPSC can be obtained as [16] 
Finally, the probability of SPSC can be expressed as
IV. SIMULATION RESULTS
In this section, numerical results are presented, and the effects of different system parameters on SOP and the probability of SPSC are also discussed. Unless otherwise explicitly specified, the parameters of those results are set as:
, and α D = α E = 2.064, β D = β E = 1.342 (strong turbulence) [28] . Figs. 2-4 show the SOP versusγ RD under different pointing errors conditions (ξ = 1 and ξ = 6.7) and detection techniques (r = 1 and r = 2). It can be observed that increasingγ RD can improve the secrecy performance, due to the channel advantages of R-D link over R-E link. However, increasingγ RD will not always lead to better secrecy outage performance, and there is an error floor in all the three figures. This is because the system capacity is limited by the channel condition of S-R link, i.e., µ γ , which is not improved. It is further observed that the value of SOP is lower with a high value of ξ , and the system performance deteriorates as the turbulence gets severe. It is also noted that HD technique (r = 1) provides better secrecy performance when compared to IM/DD technique (r = 2). This is because the HD scheme outperforms IM/DD scheme in FSO detection.
As depicted in Fig 5, the SOP versus µ γ is presented under different pointing errors and turbulence conditions. It can be observed that increasing µ γ can lead to better secrecy performance when µ γ < 10 dB. On the other hand, when µ γ > 10 dB, increasing µ γ has little effect on the secrecy performance. This is because the system performance is dominated by the worse hop in the dual-hop DF-based relaying network, and when µ γ > 10 dB, the second hop is dominated, which is not improved. Fig 6 illustrates the effect of various channel conditions on the probability of SPSC. We can observe that the system performance improves whenγ RD increases, as R-D link is better than R-E link.
Finally, it can be also observed that simulation results are in close agreement with the analytical ones in all the figures, which validates our derived analytical expressions.
V. CONCLUSION
In this paper, we have studied the secrecy performance of a mixed RF-FSO DF-based relaying network, in which FSO link is wiretapped. Considering the pointing errors, heterodyne detection and intensity modulation with direct detection, we have derived the closed-form expressions for the lower bound of SOP and the probability of SPSC. Monte Carlo simulation results are used to verify the accuracy of our derivations. Furthermore, the effects of several system parameters on the secrecy performance have been also analyzed.
